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Problem
Various security notions has been proposed through the development of masking.

v Existing formal verification tools that verify various security notions
« maskVerif: Fast but not accurate
« IronMask: Fast but not accurate, only limited to standard gadgets.
« SILVER: Accurate but slow

Goal

v" Tools that are both efficient and accurate
* Probing security: Prover [TCHES 2025]
NI, SNI, PINI: ProverNG (this talk’s focus) [ICICS 2025]
* They are both based on SILVER [AsiaCrypt 2020].



Background

Masked Circuits and Security Models . .
Secret variables:

v Masked Circuits a=ag+a;,b=>by+ by

ao b, by aq
o A direct acyclic gragh (DAG) © Input shares in
o Nodes: Gates = {in, out, ref, reg, not, () Random masks ref
and, xor, or, nand, xnor, nor}
o Edges : Wires (D Xor gate @
o Each node corresponds to a function (] And gate A

D ——

registers reg

D\

Output shares out xo | 11 134 %, ey 12 2,
golag, by) = aobg — Xp \
Probes
gl(aOr blr T') - a()bl +r - x1 xO + x1 = CO
Xo + X
gZ(all b(), 7") = a]_b() +r - Xy X9 + X3 = (4 0 1 - XZ + x3
gs(ay, b)) = a1by — X3




Background

Masked Circuits and Security Models . .
Secret variables:

v Security Models a=ay+a;,b=>by+b

ag bO bl aq

o Standard probing model © Input shares in

o A Probe placed at output wire of gate 15
o Og = {xo + x1}

' i Xor gate @
o Glitch-extended probing model 9 or gate
And gate A

O Random masks ref

D ——

o A Probe placed at output wire of gate 15
o Og = {xo, X1}

D\

registers reg

Output shares out PRETR 134 x 14 1 121+
o Definition of d probing security \ ° ! *2 3
Probes

o Any observation set given by d probes is

Xo + X1
statistically independent of secret inputs ’ > o xz + X3
to the masked circuit.




Background

Composability and Statistical Independence

d probing security is not composable!
Security notions for composability: NI, SNI, PIN|

Verification for NI, SNI, and PINI: For each observation Q, find a simulation set $ which simulates
Q under the set of input shares Sh(X).

S simulates Q: The distribution of @ depends only on the shares in S but not shares in S = Sh(X) \ S.

If § simulates Q, Q U S is statistically independent of § where Sh(X) = Sy S. [KSM20]



Verification Process of SILVER

Motivation  {oore LI\ st e en o o
Input shares: a = ag + a4, b = by + by
Obesevation set: gy = agbg, q1 = agb; + 1y
Which combination of QU S and S is

A subset of supp(Q) N Sh(X) statistically independent of each other?
Q: Possible S: QuUS: Corresponding S:
1) {apby, aph; + 173U D {ag, ay, by, by}
{agbg, apgby + 1} {ao} {aghg, apgb; + 1} U {ay} {a1,bg, b1}
{bo} {aghg, agb; + 1} U {bo} {ao,a1,bq}
{b1} {aghg, agb; + 1} U {by} {ao, a1, b}
{ao, bo} {aghg, agb; + 1} U {ag, bo} {a1,b1}
{ag, by} {aghg, agb; + 1} U {ag, by} {a1,bo}

ROBDD verification complexity: (2/@US1—1) x (2!51-1)

How to find S efficiently? How to reduce the size of Q U S and S?



Reduction Rules

Reduction rules
How to reduce the size of QU S and S

| Which combination of QU S and S is
1. If q € Q is protected by a perfect mask statistically independent of each other?
that is not used by Q \ {q}, Q U S can

be reduced to Q U S \ {q}. QuUS: Corresponding §:
2. If s & sh(X) N supp(Q), S can be taobo, aghy + 13U 0 (o, a1, bo, by}
reduced to S \ {s}. {aghg, aghby + 1} U {ag} {ai,bo, by}
{aghg, agby + 1} U {bo} {ap, a4, b1}
{agbg, agby + 13} U {by} {ap, a1, bo}
{aghg, agby + 1} U {ag, by} {ai, b1}
{aghg, agby + 1} U {ag, by} {a1,bo}

Complexity: (219YS1-1) x (2151-1)



Domain Inference

Domain Inference

Assign each intermediate variable a domain! Guessing rules Observations Simulation set
Dom(g) =i=a; b, €S a,-b a,, b
We distinguish three types of domains (@) bt 2 "z { 2® 2}
Share domain: I = {0,1,--+,d} Dom(q) =R=>S=0 az by +1
Random domain: R Dom(q) = U = Enum §. a; - by ?
Unknown domain: U
2 ayb, agb; U
a2b1 + &} R /\ /\
az by ap by
22 0 1

Dom(azbs +11) =R Dom(ayb,) =2 €1 Dom(agh,) =U

Examples of domain inference rules



Domain Inference

Domain Inference

Foragate:n =n.lfton.rgt

When perf(n) # @, D(n) =R

D(n.lft) D(n.rgt) D(n) Example

[ €1 [ €1 [ €1 to = ag - by
[ €1 j €l U t{ = ag - by

U R/1 U Usually not the case
[ €l R I t, = 190ag

Domain inference in Standard Probing Model

When perf(n) + @, and op(n) =reg, D(n) =R

op(n) # reg

D(n.lft) D(n.rgt) D(n) Example

lEI lEI lEI t0=a0-b0
lEI ]EI U t1=a0'b1
U R/I U t2=a0b1+r

lEI R [ t3=7"0a0

Domain inference in Glitch-extended Probing Model



ProverNG - the tool

Work flow of ProverNG

RTL source
code

Jeideteres Annotation

Cell library

Netlist

file Parser ProverNG/Prover

Work flow of ProverNG



Benchmarks

* Order: 1-3

* Hardware Private Circuits
e HPC1
e HPC2
« HPC3

 OPINI2

Security notions
Non-Interference
Strong Non-Interference

Probe Isolating Non-Interference



Comparison to SILVER, maskVerif, and IronMask

* d-NI verification results

Method SILVER maskVerif lronMask ProverNG
Model Std. Gli. Std. Gli. Std. Gli. Std. Gl..
HPC1 ol V[<0.001s] [0.001s]  +[0.001s] [0.001s] +[<0.001s] +[<0.001s] +[0.001s] [<0.001s]
HPC1 02  7[0.0474] 710223  7[0.002s] ¥ [0.0055 ¥[<0.001s] ¥[<0.001s] ¥[0.024s] ¥ [0.030s]
HPC1 03  V/[12.330s] V/[318736s] v/ [0.027s] [0.0275] +/[<0.001s] +/[<0.001s] ¥/ [4.3435] V/[20.590s]
HPC2 ol  [0.001s] /0001  V[0.001s] ‘X[0.001s] [<0.001s] V'[<0.001s] [<0.001s]  [<0.001s]
HPC2 02  ¥1[0.050¢] 7[0.150s)  7[0.020s] “X[0.002s] “X[<0.001s] X[<0.001s] ¥ [0.017s] ¥ [0.024s]
HPC2 03 /(12518  /[290.257s]  X[0.090s] X[0.003s5] :[<0.001s] ~X[<0.001s] +/[2.968s] ¢ [41.125s]
HPC3 ol  V[0.001s] /0001  V[0.001s] V[0.001s] :[<0.001s] X[<0.001s]  +[0.001s]  /[<0.001s]
HPC3 02  710.0855] 71161  /[0.005s] ¥[0.003s] ¥[<0.001s] X[<0.001s] ¥ [0.037s]  ¥[0.404s]
HPC3 03  V[17.4225] ¢/ [19455531s] /[0.039s] V/[0.018s] “X[<0.001s] “X[<0.001s] v [5.2865] v/ [9246.018s]
OPINI2 ol  V[0001s] v [<0.001s] v [0.001s] “X[0.001s] ¢ [<0.001s] v [<0.001s] V/[<0.001s] ¢ [<0.001s]
OPINI2 02  ¥70.0869] 7/[0.360s)  /[0.023s] °X[0.002s] “X[<0.001s] “X[<0.001s] ¥ [0.034s] ¥ [0.076s]
OPINI2 03 /[26.2425) /[1083.457s] X[0.0655] ~X[0.002s] M[<0.001s] X[<0.001s]  V[6.035s] +/[229.734s]




Comparison to SILVER, maskVerif, and IronMask

* d-SNI verification results

Method SILVER maskVerif I[ronMask ProverNG
Model Std. Gl. Std. Gli. Std. Gl. Std. Gli.
HPC1 ol  [o.001s] 'X[<0.001s] +/[0.001s] X[0.001s] +[<0.001s] v [<0.001s] [0.001s]  X[<0.001s]
HPC1 02  ¥[0.037s]  'X[0.004s] #[0.008s] “X[0.001s] “X[<0.001s] X[<0.001s] ¥ [0.018s]  X[<0.001s]
HPC1 03  7[13747s) 'X[0.030s) /[0.053s] X[0.002s] ~X[<0.001s] ~X[<0.001s] [5.805s]  X[0.001s]
HPC2 01  /[<0.001s] 'X[<0.001s] +/[0.002s] X[0.001s] V[<0.001s] v [<0.001s] ¢[0.001s]  X[<0.001s]
HPC2 02  7[0.046s]  X[0.003s] ¥ [0.016s] X[0.001s] <X[<0.001s] -X[<0.001s] ¥ [0.012s] X[<0.001s]
HPC2 03  [142505] X[0.020s] X[0.137s] X[0.003s] M[<0.001s] ;M[<0.001s] [3.667s]  X[0.001s]
HPC3 0ol [<0.001s] 'X[<0.001s] v[0.002s] 'X[0.001s] ¥;[<0.001s] M[<0.001s] ¢ [<0.001s] X[<0.001s]
HPC3 02 7[0.0765] Xj0.001s)  7[0.005s] “X[0.001s] ¥[<0.001s] X[<0.001s] ¥ [0.0295] 'X[0.0015]
HPC3 03  V[19696s] X[o.006s] V[0.071s] “X[0.002s] ~X[<0.001s] X[<0.001s] [5.232s]  X[0.001s]
OPINI2 ol /[<0.001s] v [<0.001s] v[0.002s] X[0.002s] V/[<0.001s] + [<0.001s] + [<0.001s]  /[0.001s]
OPINI2 02  ¥[0.073s)  #[0.345s5) 7[0.019s] X[0.003s] X[<0.001s] X[<0.001s] ¥ [0.024s] ¥ [0.061s]
OPINI2 03 /[28706s] /[995.4185] “X[0.5065] ~X[0.010s] ;M[<0.001s] M[<0.001s] V[6.671s] v [235.078s]




Comparison to SILVER, maskVerif, and IronMask

* d-PINI verification results

Method SILVER maskVerif IronMask ProverNG
Model Std. Gli. Std. GIi. Std. Gli. Std. Gli.
HPC1 ol  V[<0.001s]  [0.001s] V[<0.001s] v [<0.001s] [<0.001s] v [<0.001s]
HPC1 02  70.060s] 710.269s] 2X[<0.001s] X[<0.001s]  /[0.011s]  ¥[0.020s]
HPC1 03 V[o7560s]  V/[324.6085] Xl<0.001s]  “X[<0.001s]  V/[5.203]  V/[19.450s]
HPC2 ol  [<0.001s] [<0.001s] /[<0.001s] [<0.001s] < [<0.001s] ¢ [<0.001s]
HPC2 02 700484 | 710.4055] 2X[<0.001s] X[<0.001s]  /[0.006s]  ¥[0.027s]
HPC2 03  V/[19.0654] ?[3275.2175] X[<0.001s]  “X[<0.001s] ‘_‘%/[3.00551 _‘?/[55.??351
HPC3 0ol  V/[0.001s] v [<0.001s] N/A X1<0.001s] X[<0.001s  V[0.001s] ¢ [<0.001s]
HPC3 02  V[oo67s]  V/[1785s] 2X[<0.001s] X[<0.001s]  7/[0.020s]  7[0.188s]
HPC3 03  V/[21.269] ?/ [23956.3215] X[<0.001s] “X[<0.001s] v/ [4.582s] ?/ [2699.7855]
OPINI2 ol V[<0.001s] v/ [<0.001s] /[<0.001s] [<0.001s] < [<0.001s] ¢ [<0.001s]
OPINI2 02  V[o.0sss]  V/[1.000s] X[<0.001s] X[<0.001s] 7/ [0.014s]  ¥[0.071s]
OPINI2 03 ¥ [33.5025] ¢/ [14508.664s] 3X[<0.001s] KX[<0.001s] /[5.885s5] ¢ [279.057s]




Discussion and Conclusion

Bottlenecks

« Complexity
» Exponential Explosion
v S-boxes, round-functions: too many variables when constructing
ROBDDs
» Combinatorial Explosion
v Higher order masking: too many combinations to be verified
> ...

Conclusion

* ProverNG, an efficient and sound tool to verify compositional security notions
under probing model.
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Thank you!

ProverNG: https://github.com/Lucien98/ProverNG



Background

Statistical Independence Check Based on ROBDDs Subsets (¥)

Product over a set A: [1,,¢4x, the product of all elements in set A

: , Subsets ()
[KSM20]: Given two sets of Boolean random variables,

Z = {Zo,Zl, '”,Zn_l} and Y = {Yo, Yll cee, Ym—1}1 Z |S {ZO}
statistically independent of Y iff the product over any
non-empty subset of Z is statistically independent of {Z}

the product over any non-empty subset of Y.

L o em m {Zo,Z4}
Verification complexity: (2" — 1)(2™ — 1)

$

Slow Performance

Yo {Yo}
r {1}
Zo Vl 17 Y {Y2}
Yo Yy {Yy, Y1}
Yy - Y, {Yy,Y;}

- {1, 12}

YO ) Yl : YZ {YO' er YZ}

Example:n = 2,m = 3



Domain Inference

Domain Inference Guessing share domains for the variables in the correct simulation set S.

Input shares: a = ag + ay, b = by + by [-]: register stages

RCO:=x0+x1 0 CO::xO-I_xl
We distinguish three types of domains
Share domain: I ={0,1,---,d}
Random domain: R = Tanb. +
Unknown domain: U R X1:= [agby + 1] R xpi= [afo 1+ 7]
0 Xg: = [aobo] R a0b1 +7r 0 X0+ = [aObO] UaObl +r
Dom(ay) =0 €1 / Sim:{ay, by} Sim:@ / ~_Sim: unknown
Dom(ry) =R 0 aobq aghy U 0 agbg aob1
Dom(agb,) =U b\ b\ b\ b\
ay b, ap by r Qo by ap by r
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