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Binomial sampler in KYBER

• Generates all the secret “noise” polynomials in KYBER

• Sampling a noise polynomial involves two subroutines:
• SHAKE256

• The sampling procedure

• Our dataset is primarily for reproducing the results in our paper
• Show how information leaks through the sampling procedure
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Centered binomial samplerη

𝑠 = 𝐇𝐖 𝑥 − 𝐇𝐖(𝑦)

SHAKE256
seed

𝒔

random bit stream
Secret polynomial
e.g. secret key



Measurement setup
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ChipWhisperer
Open-source platform

Oscilloscope
10-bit ADC
Sample rate: 2.5 GS/s
Synchronous sampling
2 GB memory

8 devices from 4 different distributors

STM32F303RCT7

Pqm4 KYBER

Open-source implementation

gcc –Os optimization

5 MHz clock frequency

4.5 MHz high-pass filter on 
high-side resistor (SHUNTL/GND)

Down-sampling
2.5 GS/s  100 MS/s

Lanczos low-pass filter

HDF5: traces.h5



Preprocessed trace dataset

Trace acquisition
& meta-data (seed)

Preprocessing & 
intermediate values

Preprocessed trace dataset

SHAKE256 SHAKE256 SHAKE256

Binomial sampling

KYBER768-KEM KeyGen operation

16 sampling operations
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Dataset webpage
https://www.cl.cam.ac.uk/research/security/datasets/kyber/
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https://www.cl.cam.ac.uk/research/security/datasets/kyber/
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Code: https://github.com/eric-cyp24/Kyber768cbd.jl

https://github.com/eric-cyp24/Kyber768cbd.jl


Dataset file structure

Attack dataset

Profiling dataset

traces

Intermediate 
values

random seed
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Thank you!

Q & A

Paper: https://doi.org/10.46586/tches.v2025.i3.470-492

Artifact: https://artifacts.iacr.org/tches/2025/a19/

Dataset: https://www.cl.cam.ac.uk/research/security/datasets/kyber/

Code: https://github.com/eric-cyp24/Kyber768cbd.jl/tree/tches-artifact
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